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In this e-guide: 

IT needs a unified communications strategy for voice/video 

conferencing, chat and other tools. This step-by-step guide helps you 

implement, evaluate and manage UC in the enterprise. 
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 Guide to building an enterprise unified 
communications strategy 

Sandra Gittlen, Editor at Large, SearchUnifiedCommunications 

Unified communications transformed in the past year from largely supporting on-site 

collaboration through huddle rooms, in-room conferencing, whiteboarding and the like 

to uniting largely remote workforces with audio and video conferencing, virtual 

whiteboards and more. Now another unified communications shift is underway -- the 

move to support hybrid in-office and at-home workforces. This guide, which includes 

links throughout to more information, explains why UC is more important than ever for 

businesses, its associated technologies and the steps it takes to create a 

comprehensive but agile unified communications plan for collaboration across the 

extended enterprise. 

What is unified communications, and why is it important in 
business? 

UC is a conceptual framework for integrating various enterprise communication 

methods -- including telephony, video calling and conferencing, email, instant 

messaging and presence -- into a single platform, with the goal of streamlining and 

enhancing business communications, collaboration and productivity. 

https://searchunifiedcommunications.techtarget.com/
https://searchunifiedcommunications.techtarget.com/definition/unified-communications-and-collaboration-UCC?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/definition/Telephony?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://whatis.techtarget.com/definition/collaboration?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
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UC deployment is less about rolling out a single technology and more about developing 

a strategy for how myriad real-time communications -- synchronous or with negligible 

latency -- and asynchronous tools help users collaborate and communicate in a 

productive manner that enhances organizational workflow. 

Most companies should be able to clearly and easily identify the business needs that 

UC meets. TechTarget contributor Jon Arnold listed the benefits of UC, including the 

following, that emphasize its importance and justify enterprise adoption: 

1. improve existing processes; 
2. boost employee productivity; 
3. increase team-based productivity; 
4. enhance organizational agility; 
5. streamline IT operations; and 
6. reduce costs. 

UC applications and platforms support the mobility critical to next-generation business 

plans, with some being developed as mobile-first apps. At the very least, UC tools 

enable users to experience team collaboration in a similar manner across desktop and 

mobile devices, on the network and remotely. 

Looking ahead, UC presents opportunities -- such as cloud-based services overtaking 

on-premises products (unified communications as a service is taking off), team 

collaboration becoming a hub of work, AI being incorporated to speed access to 

relevant information and to enable better communication, and the emergence of 

https://searchunifiedcommunications.techtarget.com/
https://searchunifiedcommunications.techtarget.com/definition/real-time-communications?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/feature/Four-ways-unified-communications-benefits-productivity?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/feature/Remote-work-elevates-the-importance-of-UC-mobility?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/tip/5-UC-and-collaboration-trends-driving-market-evolution-in-2020?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
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greatly improved security, governance and compliance. Also expect business processes 

to get a boost from analytics and enhanced workflows. 
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UC features and technologies 

UC is a blend of old and new technologies woven together to form the best voice, 

video, chat and whiteboarding experiences. 

TechTarget editor Luke O'Neill listed nine UC features that are most useful to business: 

1. high-quality audio; 
2. video conferencing; 
3. ease of use; 
4. meeting transcription; 
5. screen sharing; 
6. messaging and chat; 
7. mobility; 
8. virtual backgrounds and video layouts; 
9. noise suppression and muting; and 
10. language translation. 

5G wireless technology, expected to gain traction in the coming years, will improve the 

UC user experience compared to its predecessor, 4G LTE, as it enables faster speeds, 

lower latency and greater capacity for devices to simultaneously connect to the 

network and applications. 

UC also will benefit from AI, which can increase collaboration and improve the quality 

of meeting results. AI will drive collaboration with these features: 

https://searchunifiedcommunications.techtarget.com/
https://searchunifiedcommunications.techtarget.com/feature/9-most-useful-unified-communications-features-in-business?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/tip/5G-UC-evens-the-mobile-communications-playing-field?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/tip/5G-UC-evens-the-mobile-communications-playing-field?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/answer/How-does-AI-for-meetings-improve-collaboration?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/tip/4-ways-AI-in-unified-communications-boosts-collaboration?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
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1. noise suppression to prevent distractions and to help improve the accuracy of 
speech recognition applications; 

2. real-time translation and real-time transcription to support a global employee 
base; 

3. meeting summaries tailored to the needs of recipients; and 
4. facial recognition to better secure meetings. 

AI-driven touchless devices, such as smart speakers, will be instrumental when 

employees return to the office. For instance, users will be able to use voice commands 

to start and end conference room or huddle room meetings. Voice biometrics, also 

driven by AI, can be used to authenticate permissions for UC technology as well. 

AI applications also can learn how team members work best together and then 

automatically map that information to optimize workflows. In more advanced uses of 

AI, bots can be used to monitor calls and then pass around information, including 

documents, relevant to the conversation. 

As users have become more adept at video calling and conferencing, their appetite for 

the technology has increased, including a desire for live video editing, which includes 

the ability to change backgrounds and launch special effects and other camera tricks. 

They also expect to consume information, such as what was once in a user manual, via 

short, engaging videos. Vendors have taken note of these video conferencing trends 

and are incorporating them into their products and services. 

 

 

https://searchunifiedcommunications.techtarget.com/
https://searchunifiedcommunications.techtarget.com/tip/Speech-recognition-use-cases-enable-touchless-collaboration?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://www.computerweekly.com/feature/Rise-of-the-machines-How-AI-is-changing-unified-communications?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://www.computerweekly.com/feature/Rise-of-the-machines-How-AI-is-changing-unified-communications?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/tip/5-video-conferencing-trends-to-watch-in-2020?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
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How to build a strategy for enterprise UC 

Building a strategy for enterprise UC requires organizations to think through how their 

employees like to communicate with one another as well as with external partners. 

Companies should make sure that preferred workflow is a top consideration as they 

assemble their plans for UC, blending voice, video, chat and messaging for a fulsome 

user experience. 

Below are eight steps that will help IT teams and business leaders create a strategy for 

enterprise UC. 

Step 1. Evaluate UC needs 

UC needs can range from department-level usage to a full companywide rollout. IT 

should be involved with all UC projects from the start, as they tend to grow quickly 

once employees get used to the tools and want to extend them beyond their own 

teams. 

The move to remote work and home offices affects UC cost calculations. "Whereas UC 

is a nice-to-have at the office, it is a need-to-have at home and will truly become the 

hub for productivity for home-based workers," TechTarget contributor Arnold wrote. 

Subscription costs and endpoints are important areas for UC evaluation, he added, and 

https://searchunifiedcommunications.techtarget.com/
https://searchunifiedcommunications.techtarget.com/tip/Reevaluating-budgets-to-provide-UC-devices-to-home-workers?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
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encouraged IT to get involved in and possibly manage procurement of users' 

application and device or peripheral buying decisions. 

Some more dramatic changes, such as shifting to a meeting platform from direct voice 

calls or voice-only audio conferencing, could save companies millions of dollars 

annually, according to Irwin Lazar and John Burke, both of Nemertes Research. 

Although employees might start returning to the office at some point post-pandemic, 

many experts believe video calling and conferencing will still be the predominant 

meeting platform compared to gathering in conference rooms or smaller meeting 

spaces. Therefore, companies must be prepared with a video conferencing strategy 

that can satisfy a blend of user preferences. 

  

 Image on the next page 
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Step 2. Identify potential challenges 

As organizations begin to make the business case for unified communications, they 

should also reflect on UC's challenges. For instance, are there good reasons to keep 

existing phones systems, and will doing so cut into any cost savings UC would offer? 

Also, is the staff skilled enough to manage a UC deployment, or would external help be 

needed? 

Another consideration is the legacy environment UC will be coming into in terms of 

applications, devices and connectivity. Will a new UC platform or service be able to 

interoperate well with the current infrastructure, especially if it connects to the cloud? 

If the need driving the company's move to UC is support for remote workers, will other 

aspects of the environment, such as servers and bandwidth, be able to support the 

increased demand? 

Organizations should identify these shortcomings and study them with a critical eye 

before committing to a migration to UC. 

 

 

https://searchunifiedcommunications.techtarget.com/
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Step 3. Choose between on-premises or as-a-service UC 
products 

One of the most important decisions an organization will make when it comes to 

unified communications is whether to deploy it on premises or in the cloud as a 

service. 

Going with a traditional hardware approach of comparing total cost of ownership 

would be a mistake, however, because UC is considered Capex, and UC as a service is 

considered Opex. Instead, look at the features required for the business as well the IT 

team's skill level to determine if on premises, in the cloud or a hybrid is the best 

approach. 

For example, cloud UC vendors tend to offer more cutting-edge options -- such as 

video calling, chat, contact centers, reporting and analytics, and mobility. Traditional 

PBX-based UC platforms often struggle to support this array of features. 

Organizations shouldn't assume that cloud UC will be less expensive than on-premises 

UC. The average operational expenses for cloud services are more costly than on-

premises systems, according to Nemertes Research. Companies with fewer than 1,000 

licenses that have been using cloud services for a few years are the exception -- their 

operational costs have declined. The upshot is that the cost of using the cloud 

decreases over time and with experience. 

https://searchunifiedcommunications.techtarget.com/
https://searchunifiedcommunications.techtarget.com/answer/How-do-you-compare-the-TCO-of-on-premises-UC-vs-UCaaS?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/answer/How-do-you-compare-the-TCO-of-on-premises-UC-vs-UCaaS?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/definition/UCaaS-Unified-Communications-as-a-Service?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchcio.techtarget.com/tip/Cost-of-moving-to-the-cloud-drops-with-time-and-experience?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
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Page 13 of 24 

 
In this e-guide 

 Guide to Building an Enterprise Unified 
Communications Strategy                    p. 2                                                                                                                                                                                              

 What is unified communications, and why is 
it important in business?                      p. 2                                                                                     

 UC features and technologies             p. 5                                                                                                                  

 How to build a strategy for enterprise UC                                                   
.                                                                 p. 8 

 Step 1: Evaluate UC needs                   p. 8 
 

 Step 2: Identify potential challenges  p. 11                                                                                                            
.                                                         

 Step 3: Choose between on-premises or as-
a-service UC products                            p. 12                                                                      

 Step 4: Choose a team collaboration tool                                                 
.                                                                 p. 15                                                                                                                   

 Step 5: Address unified communications 
security                                                    p. 17                                                                                                                   

 Step 6: Implement and integrate UC                            
.                                                                p. 19                                                                                                                   

  Step 7: Manage UC                             p. 21                                                                                                                   

 Step 8: Train employees on UC         p. 22                                                                                                                                        

  Further reading                                   p. 24                                              

E-guide 

A deciding factor in opting for an on-premises solution is the availability of reliable, 

low-latency and low-jitter WAN connections or high-speed internet. If neither exist, 

then IT will need the control that on-premises solutions provide. 

One way to get the benefits of an on-premises solution without dedicating staff to the 

effort is to deploy managed UC services. In addition to reducing IT management and 

maintenance, managed UC services can boost end-user productivity. They help do the 

following: 

1. support mobile workforces; 
2. expand contact center remote connectivity; 
3. consolidate UC service management; and 
4. take advantage of public cloud benefits. 

Companies that want to approach the cloud in stages also can utilize a hybrid UC 

strategy where certain features -- those core to the business -- stay in an on-premises 

platform, and others are relegated to services in the cloud. Trying to balance between 

the two is fine in the short term, but over the long haul, IT will likely have to firmly 

plant itself fully on premises or fully in the cloud. 

Organizations also will have to decide if they want to procure all of their UC 

functionality from a single vendor or buy from multiple providers. While sticking with a 

single UC vendor can reduce costs, simplify management and create a more consistent 

user experience, better and broader functionality might be available from separate 

providers. 

https://searchunifiedcommunications.techtarget.com/
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https://searchunifiedcommunications.techtarget.com/tip/4-benefits-of-deploying-managed-UC-services?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
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Explore this comprehensive list of UC platform vendors, as well as product details, 

including collaboration and communications features. 
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Step 4. Choose a team collaboration tool 

Collaboration tools came out of the gate strong in 2020, especially as users were 

forced to embrace working from home. Only 22% of remote workers surveyed by 

Dice.com said they "always" would prefer to work remotely. Choosing a tool that jives 

with an organization's culture and workflow isn't easy, though. Collaboration platforms 

take on the identity of the users, enabling employees to create channels to share 

information; connect with each other over audio, video or chat; and to track 

conversations (and related information) for compliance and reference. For some, the 

collaboration platform becomes the hub of work and workflow. 

As such, head-to-head comparisons are useful to learn about features and functions, 

limitations, ease of use, ability to interoperate with other applications and systems in 

the enterprise, security and compliance, and pricing. 

Here is a comparison of Microsoft Teams vs. Zoom and a comparison of Webex Teams 

vs. Microsoft Teams. 

We've also compiled a detailed comparison of cloud-based video conferencing tools. 

The industry is evolving quickly, so our chart helps you learn the notable features to 

look for as well as each tool's integration capabilities. 

 

https://searchunifiedcommunications.techtarget.com/
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https://searchunifiedcommunications.techtarget.com/tip/Webex-Teams-vs-Microsoft-Teams-Choosing-the-right-platform?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
https://searchunifiedcommunications.techtarget.com/tip/Webex-Teams-vs-Microsoft-Teams-Choosing-the-right-platform?utm_source=PDF&utm_medium=Pillar&utm_campaign=EnterpriseUCStrategy_Remidation
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Step 5. Address unified communications security 

As UC becomes essential to the business, IT should prioritize the security of the 

platform, whether it is on premises or in the cloud. 

Kevin Tolly, founder of The Tolly Group, outlined some common UC security issues: 

1. theft of service; 
2. denial of service; 
3. hacking tools; 
4. mobile threats; and 
5. unauthorized access. 

Properly configuring the UC system enables an organization to balance the twin 

concerns of security and ease of use. The core of an organization's UC security plan, 

Tolly emphasized, should center around selecting those security options that provide 

the best protection without interfering with the UC user experience. 

Securing video conferencing is a challenge as well. Two vulnerability risks reside in 

every platform: a backdoor in the algorithm that can be exploited and how the 

platform is implemented (a missed security check by developers or a bad 

implementation decision can wreak havoc). 

TechTarget contributor Tsahi Levent-Levi explained video conferencing's primary 

security concerns, including the need for encryption in transit and at rest, as well as 

policies for security updates and how to avoid compromising security for usability. 

https://searchunifiedcommunications.techtarget.com/
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Step 6. Implement and integrate UC 

UC implementation revolves around the capabilities of applications and their ability to 

integrate with other components of the enterprise. This certainly becomes trickier in a 

WFH setting because users need to be able to access their UC tools as well as back-end 

systems, such as file servers and storage, in a seamless manner. The more systems that 

live in the cloud, the easier this tends to be. 

For example, many people have given up their landlines at home but don't always have 

reliable cell service. For companies to assure proper access to voice calls, they might 

have to provide users with softphone clients that can tie directly into the company's 

telephony system and have the same functionality as a desk phone. 

TechTarget contributor Reda Chouffani shared how a Microsoft Teams implementation 

supports remote work: 

1. near real-time messaging and resource sharing for emergency communications; 
2. access to electronic files -- uploads, downloads and sharing; 
3. the ability to use a computer or a smartphone as a desk phone; 
4. the ability to host and attend virtual meetings; and 
5. safeguards to ensure communication and data are protected. 
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Step 7. Manage UC 

To properly manage UC, companies need insight into performance and security and 

the ability to optimize provisioning and ongoing administrative management, 

according to Nemertes' Lazar. Vendor-provided management tools don't always have 

these capabilities and often suffer from a lack of interoperability with other critical 

applications, such as those used for HR. 

Cloud-based service-level agreements for UC services ensure service providers meet 

performance and availability metrics as well as uphold security standards. Reading the 

fine print on service-level agreements prevents an organization from being exposed to 

undue risk. 

Managing UC is often a day-to-day experience where IT teams must keep up with the 

latest industry information. TechTarget editors have assembled a list of UC blogs to 

follow to stay up to date on product announcements, feature spotlights, changes to 

vendor roadmaps and more. 

IT leaders must continue to future-proof their UC strategy so they don't miss out on 

opportunities for innovation. TechTarget contributor Arnold recommended following 

three best practices: 

1. ensure vendors can support all the UC deployment models; 
2. proactively drive end-user adoption; and 

https://searchunifiedcommunications.techtarget.com/
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3. assess worker needs and preferences for collaboration. 

Step 8. Train employees on UC 

Getting the most from a UC deployment, including conferencing, chat and 

collaboration tools, requires users to be well trained on the features that optimize 

workflow and the compliance rules they must follow. 

Creating a cheat sheet of tips and tricks for the organization's UC platform will help 

improve adoption rates and ensure users can fully engage with the application. For 

instance, team members can use the "To Dos" tab in Teams to track all the action 

items assigned to them during meetings. Highly regulated industries, including 

healthcare and finance, can implement compliance measures within the platform to 

protect sensitive corporate information and keep employee and customer data from 

leaking out. Check out eight useful tips for Microsoft Teams, such as teaching users 

how to connect to external users in a safe and compliant manner. 

Help your users ace a video conference interview with these helpful tips. 

To ensure maximum user engagement, organizations can create a formal UC adoption 

program. The program should enable employees to customize their collaboration 

workflows -- an effort the company's UC vendor or service provider should be able to 

help with or lead. 
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A successful UC strategy should result in positive experiences for employees and 

customers. Failing to properly train users will prevent an organization from extracting 

the most value from its UC investment. 
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 About SearchUnifiedCommunications 

SearchUnifiedCommunications.com provides IT professionals with vendor-independent 

news, advice, product evaluation, educational tools and a sense of community that will 

help them to evaluate technologies, make strategic decisions and implement, manage 

and secure their voice communications in a reliable and cost-effective manner. 

With our exclusive focus for IT and networking professionals, we provide a reliable 

source of how-to tips and best practices for implementing, managing and securing VoIP 

and advanced UC applications, enabling IT professionals to take advantage of the cost 

savings and new features and benefits associated with converged enterprise network. 

For further reading, visit us at:  

SearchUnifiedCommunications.com 
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